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Abstract of the contribution
The present contribution includes the first part of a proposed solution A. In particular, it addresses candidate authentication methods. 
1. Pseudo Change Request

***********START OF CHANGES******************
5.2.4.A
Solution #2.A: Authentication framework
5.2.4.A.1
Introduction  

This solution addresses key issue #2.1 Authentication framework. It is a framework for subscriber authentication (as opposed to device authentication or (human) user authentication). It covers access to the 5G Core via 3GPP-defined access networks, in particular E-UTRAN and 5G-NewRadio, as well as via trusted non-3GPP access networks. 

Editor's Note: Access via untrusted non-3GPP access networks would necessitate somewhat different considerations as the 5G-equivalent of the ePDG would have to become part of the picture and the transport from and to the UE would be via IKE. 

All UEs considered here are 5G UEs, i.e. UEs that are able to communicate with a 5G Core over the 5G NG1 interface, cf. TR 23.799. 4G UEs are not considered here. 

Editor's Note: It is ffs whether 4G UEs need to be considered. 


5.2.4.A.2
Solution details  
5.2.4.A.2.1
Candidate authentication methods
The present solution shows how support for 

· EPS AKA

· Any EAP method

can be provided in a uniform way. 

Editor's Note: It is for further study in SA1, SA2, and SA3 whether authentication not based on AKA-credentials should be allowed in 5G, and, if so, whether it should be allowed over 3GPP-defined access networks.

If authentication methods not based on AKA-credentials are admissible in 5G then the present solution envisages that only support for such methods that are EAP methods needs to be provided, irrespective of the type of access network. Examples of EAP methods not based on AKA-credentials are EAP-TLS and EAP-TTLS. 

Non-3GPP access networks: 

For non-3GPP access networks attached to a 5G core network, the present solution envisages that only support for EAP authentication methods needs to be provided, irrespective of the type of credentials used. This applies to both trusted and untrusted access.

When AKA-credentials are available in the UE then the present solution proposes to use EAP-AKA' for access over trusted non-3GPP access networks.

Editor's Note: Both EAP-AKA or EAP-AKA' would be suitable as the client authentication method in IKE for access over untrusted non-3GPP access networks. It is ffs whether, in 5G, EAP-AKA' should be used as the client authentication method in IKE in a way that would allow getting rid of server certificates in IKE, while still addressing the so-called lying NAS (Network Access Server) problem. 

3GPP access networks: 

The present solution describes three alternatives for authentication over 3GPP-defined access networks for the case when AKA-based credentials are used (more details in 5.2.4.A.2.5 below):

1) EPS AKA is always used for AKA-based authentication over 3GPP-defined access networks or

2) EAP-AKA' is always used for AKA-based authentication over 3GPP-defined access networks or

3) the choice between EPS AKA and EAP-AKA' for AKA-based authentication over 3GPP-defined access networks is taken by the AAA server. 

Only one of these alternatives should be standardized. 

Editor's Note: If authentication methods with non-AKA credentials over 3GPP access networks are admissible in 5G then text further above states that these methods will be EAP methods in the context of the present solution. It is expected that the suppport for any EAP method over 3GPP-defined access networks would be very similar to the support for EAP-AKA' envisaged in alternatives 2 and 3 above and detailed in 5.2.4.A.2.5. 

NOTE: The issue of EAP-AKA vs UMTS AKA has already been discussed for EPS in Rel-8, cf. TR 33.821, clause 7.2.2, and, as a result, UMTS AKA was selected, which was later enhanced to become EPS AKA. (EAP-AKA' was not available at the time when TR 33.821, clause 7.2.2, was written as EAP-AKA' was motivated by EPS AKA.) This does not imply, of course, that the outcome of this discussion should be the same for 5G. Note also that the independence of the authentication framework from the access network was already required for EPS in Rel-8, cf. TR 23.882, clause 5, bullet 19.

NOTE: The UE needs to support both, EPS AKA and EAP-AKA‘ anyhow: EPS AKA for legacy LTE access to the EPC (backward compatibility); EAP-AKA‘ for legacy non-3GPP access to the EPC.
5.2.4.A.3
Evaluation 

***********END OF CHANGES******************

